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January 11, 2006

Mr. Thomas Johnson, Secretary
Caiifornia Department of Veterans Affairs
P.O. Box 942885

Sacramento, CA 84285-0001

Dear Mr. Johnson:

Final Report—California Department of Veterans Affairs, Department Headquarters
internal Control Review

Enclosed is our internal control report on the California Department of Veterans Affairs
{Department) as of November 7, 2005. The Department of Finance, Office of State Audits and
Evaluations (Finance), performed this review in accordance with the Financial Integrity and State
Managers' Accountability Act of 1983, fo provide the Department with information as to whether
controls are established and functioning as intended, to provide Depariment management with
opportunities to correct identified weaknesses, and to improve its operations.

The enclosed report is for your information and use. Your response, along with our
evaluation, has been incorporated into the report. In accordance with Finance's policy of
increased transparency, a copy of the final report will be placed on Finance's public website.

We appreciate the assistance and cooperation of the Department. If you have any questions
regarding this report, please contact Susan Botkin, Manager, or Cheryl Lyon, Supervisor, at
(916) 322-2985.

Sincerely,
Original signed by Diana L. Ducay

Diana L. Ducay, Chief
Office of State Audits and Evaluations

Enciosure

cc.  Mr. Roger Brautigan, Undersecretary, California Department of Veterans Affairs

Mr. John Hanretty, Chief, Administrative Services Division, California Department of
Veterans Affairs

Mr. William Pariente, Deputy Director of the Homes, California Department of Veterans
Affairs

Ms. Marcella McCormack, Administrator, Yountville Veterans Home, California Department
of Veterans Affairs

Mr. Louis Koff, Administrator, Barstow Veterans Home, California Department of Veterans
Affairs

Mr. Daniel Murray, Administrator, Chula Vista Veterans Home, California Department of
Veterans Affairs
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PREFACE

The California Department of Veterans Affairs (Department) has three main objectives:

{1) provide comprehensive assistance to veterans and dependents of veterans in obtaining
benefits and rights to which they may be entitled under state and federal laws; (2) afford
California veterans the opportunity of becoming homeowners through loans available to them
under the Cal-Vet farm and home loan program; and {3} provide support for California veterans’
homes where eligible veterans may live in a retirement community and where nursing care and
hospitalization are provided.

Department management is responsible for the establishment and maintenance of internal and
administrative controls. These controls are defined as a process to provide reasonable
assurance regarding the achievement of objectives in the following categories: (a) reliability of
financial reporting; (b) effectiveness and efficiency of operations; and (c) compliance with
applicable laws and regulations. This definition includes five interrelated components.

e Controf environment sets the tone of an organization, influencing the control
conscicusness of its staff. It is the foundation for all other internal control
components, providing discipline and structure.

e Risk assessment is the entity's identification and analysis of relevant risks to
achievement of its objectives, forming a basis for determining how the risks
should be managed.

e Control activities are the policies and procedures that help ensure
management directives are carried out.

o Information and communication are the identification, capture, and exchange
of information in a form and time frame that enable staff to carry out their
responsibilities.

s Monitoring is the process that assesses the quality of internal control
performance over time.

The objective of our internal control review was to assist the Department in complying with the
Financial Integrity and State Managers’ Accountability Act of 1983. Specifically, we assisted the
Department in determining whether: (1) assets are safeguarded from unauthorized use or
disposition; (2) financial transactions are executed in accordance with management’s
authorizations and recorded properly to permit the preparation of reliable financial statements;
and (3) financial operations are conducted in accordance with State Administrative Manual
guidelines, and certain other state laws and regulations, as well as the Depariment’s policies
and procedures.




Our review was restricted to the Department Headquarters, and did not include a review of
controls over the Farm and Home Loan program, the Post (Morale) Fund, or the Veterans
Homes. Additionally, our review did not include an evaluation of the efficiency or effectiveness
of the Department’s operations, or the accomplishment of program goals or objsctives.
However, with respect to the Yountville, Barstow, and Chula Vista Veterans Homes, we
performed limited procedures to evaluate conirols over information technology, purchasing,
confracts, fixed assets, and the status of prior audit findings. We also conducted a service/
benefit comparison among ail three Homes and individual budget analysis at the Barstow and
Chula Vista Homes.

This report is intended solely for the information and use of Department management, and is not
intended to be and should not be used by anyone other than the specified parties. However, this
report is a matter of public record and its distribution is not limited.
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EXECUTEVE SUMMARY

During our review of the California Department of Veterans Affairs’ (Department) internal controt
as of November 7, 2005, we identified areas where controls were in place and working as
intended, and also identified areas where controls could be improved to reduce the risk of
errors, irregularities, and material misstatements. Our findings and observations are
summarized below; for further analysis refer to the Findings and Recommendations section of
this report.

Administrative Controfs: The Department has successfully resolved 103 prior audit findings;
however, 70 prior audit findings require further attention from Department managemsnt.
Further, as noted in the cycles below, several areas do not have updated written policies and
procedures, and Department management should provide oversight in ensuring the completion
of these procedures. See the Findings and Recommendations section and Appendix A—Status
of Prior Findings for further analysis.

information Technology: The Depariment’s information technology controls appear adequate
to ensure the overall reliability and integrity of data. We found that the Department maintains
adequate separation of duties, physical security and data controls are in place and sffective,
and the automated tools used to ensure data integrity and network security are comprehensive
and well administered. However, we also found that the Information Security Officer does not
report directly to the Secretary, there is a lack of written procedures governing access rights {o
the Meditech system, the maintenance and support services coniract with Meditech has lapsed
without an alternate service system in place, and the back-up generator in the centralized
computer room is not sufficient to handie power outages in excess of 15 minutes. See the
Findings and Recommendations section for further analysis.

Budget: The Department’s controls over its budget functions appear adequate to ensure the
reliability and integrity of data. The policies and procedures over the budget process are
documented, and the Department’s budget is developed through input and review from various
members of Department and Home management, and the Department of Finance Budget
Officer. However, the Department still has deficiencies related to two homes, and cash
shortfalls.

Cash Receipts: The Department’s cash receipts controls are sufficient to ensure assets are
properly safeguarded. We observed proper separation of duties, documented policies and
procedures, warrants restrictively endorsed upon receipt, updated reconciliations, and timely
remittances to the State Treasurer's Office. However, we found that envelopes, not vouchers,
are date stamped and not retained; prelistings are not prepared, and transfer receipts are not
utilized; checks received are not recorded timely on a collection report; and the uncleared
collections account is improperly used. See the Findings and Recommendations section for
further analysis.




Receivables: The Department’s receivables controls appear adequate to ensure amounts due
to the Department are appropriately recorded and collected. We observed proper separation of
duties and the implementation of a utilization review process to reduce coding and billing errors
for medical services provided. However, we noted inadequate and incomplete policies and
procedures regarding receivable collections. See the Findings and Recommendations section
for further analysis.

Purchasing: The Department’s purchasing controls appear adequate to ensure that purchases
are justified, reasonable, consistent with laws and regulations, and that the Department’s assets
are appropriately safeguarded when received. However, we found open purchase orders not
periodically reviewed or researched by the Business Services Department, untimely purchase
order processing, and a failure to pay penalties and interest on late payments. See the Findings
and Recommendations section for further analysis.

Cash Disbursements: The Department’s cash disbursemenis controls are sufficient to ensure
asseis are appropriately safeguarded. We observed documented policies and procedures,
adequate separation of duties over the cash disbursement process, complete bank
reconciliations, and proper recording of cash disbursements in the general ledger. However, we
observed a lack of documentation to support the administration and overhead costs allocated by
the Department.

Revolving Fund: The Department’s revolving fund controls appear adequate to ensure the
safeguarding of the state’s assets. We observed that the policies and procedures over the
revolving fund process are documented and reflect current practices, revolving fund advances
are less than three percent of each Home’s budget appropriation, the Home's revolving funds
have not been consistently overdrawn, and reconciliations are prepared accurately and timely.
However, we observed that the Department did not maintain sufficient documentation for salary
advances issued and improperly used the revolving fund. See the Findings and
Recommendations section for further analysis.

Personnel/Payroll: The Department’s controls over the personnel and payroll functions are
sufficient to ensure the reliability and integrity of data. We observed that the Department
maintains current documented policies and procedures, adequate separation of duties, updated
signature card authorizations, properly reviewed and authorized employee attendance summary
sheets (timesheets), and adequate processes over new and separating employees. However,
we also observed that the Time and Attendance Reports (STD Form 672) were not consistently
authorized, and several employees exceeded the maximum vacation/annual leave accrual
balances without a written plan of correction in place. Further, at the Yountville, Barstow and
Chula Vista Homes, we observed incomplete processing of appointment and separation forms.
See the Findings and Recommendations section for further analysis.

Contracts: The Department's contracting controls appear adequate. We observed that the
policies and procedures over contracting are documented and reflect current practices,
adequate separation of duties exists, contracts are supported by appropriate documentation,
and contract administration and monitoring is adequate to ensure achievement of contracting
objectives. However, we found that the Department consistently processes coniracts untimely.
See the Findings and Recommendations section for further analysis. :

Fixed Assets: The Department’s fixed asset controls are not sufficient to ensure the
appropriate safeguarding of state assets. We found that the Department and Homes do not
consistently perform monthly reconciiiations of the general ledger with their subsidiary property
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ledgers, subsidiary property ledgers are incomplete and inaccurate, property survey reports are
incomplete, and physical inventory counts are incomplete and/or not performed. See the
Findings and Recommendations section for further analysis.

Financial Reporting: The Depariment’s financial reporting controls appear adequaie. We
observed that required financial statements are properly prepared, certified {except for the
Statement of General Fixed Assets), and submitted timely. However, we found that the
Department did not perform a review of unliquidated encumbrances at year end to determine
disposition for the Barstow and Chula Vista Homes. See the Findings and Recommendations
section for further analysis.

Status of Prior Audit Findings

We performed a review of prior audit findings at Headquarters and the Homes. We identified
260 outstanding prior audit findings from various audit reports. Of those findings, we found that
103 were resolved, 70 were unresolved, and 87 were outside the scope of our review and we
did not perform procedures fo determine the status. See the Status of Prior Findings for further
analysis.

Budget Analysis

We investigated the 2004-05 budget deficiencies reported by the Barstow and Chula Vista
Homes to determine or attempt to determine the causes of the deficiencies. See the Budget
Analysis section for further analysis.

Service/Benefit Comparison

We performed a comparison of services/benefits offered at the three Homes. Qur comparison
included both general funded services/benefits and those funded through other sources such as
the Post Fund. See the Service/Benefit Comparison section for further analysis.

This report is intended to assist Department management in focusing attention on areas of
deficiency, strengthening internal control, and improving operations.
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AUDITOR'S REPORT

Mr. Thomas Johnson, Secretary
California Department of Veterans Affairs
P.O. Box 942885

Sacramento, CA 84295-0001

We have reviewed the California Department of Veterans Affairs’ (Department) internal control
as of November 7, 2005, for conformity with Government Code Section 13400 et seq. Our
review included obtaining an understanding of the internal control through observations and
interviews, testing and evaluating the design and operating effectiveness of the internal control,
and performing other procedures we considered necessary.

Department management is responsible for establishing and maintaining adequate internal
control. This responsibility, in accordance with Government Code Section 13400 et seq.,
includes documenting internal control, communicating requirements to employees, and assuring
that the internal control is functioning as prescribed. In fulfilling this responsibility, estimates and
judgments by management are required to assess the expected benefits and related cosis of
controi procedures. The objectives of internal control are to provide reasonable, but not
absolute, assurance that;

s Assets are safeguarded against loss from unauthorized use or disposition.

s Transactions are executed in accordance with management's authorization
and recorded properly 1o permit the preparation of reliable financial
statements.

s Financial operations are conducted in accordance with policies and
procedures established in the State Administrative Manual.

Because of inherent limitations in internal control, misstatements due to error or fraud may
occur and not be detected. Also, projection of any evaluation of internal control to future periods
is subject to the risk that the internal control may become inadequate because of changes in
conditions, or that the degree of compliance with policies or procedures may deteriorate.

In reviewing the Department’s internal control as of November 2005, we noted certain matters
invoiving the internal control and its operation that we consider to be reportable conditions.
Reportable conditions involve matters coming to our attention relating to significant deficiencies
in the design or operation of the internal control over financial reporting that, in our judgment,
could adversely affect the Department’s ability to record, process, summarize, and report
financial data consistent with the assertions of management in the financial statements.




A material weakness is a condition that precludes the Department’s internal control from
providing reasonable assurance that material misstatements in the financial statements wiil be
prevented or detected on a timely basis. We believe that none of the reportable conditions is a
material weakness. The reportable conditions are described in the Findings and
Recommendations section of this report.

This report is intended solely for the information and use of Depariment management and is not

intended to be and should not be used by anyone other than this specified party. However, this
report is a matter of public record and its distribution is not limited.

Original signed by Diana L. Ducay
Diana L. Ducay, Chief

Office of State Audits and Evaluations
(916) 322-2985

November 7, 2005




F%N[‘)ENGS AND FRECOMMENDATIONS

During our review of the California Department of Veterans Affairs’ (Department) internal control
as of November 7, 2005, we noted that many controls were functioning as intended. However,
we also identified areas where controls are either not in place or functioning as intended, and
where corrective action is necessary.

Note: Findings are presented by cafegory, not order of importance.

Adminizstrative Controls

FINDING 1

Condition:

Criteria:

Recommendation:

FINDING 2

Condition:

" Unceorrected Prior Audit Findings

We identified 260 prior audit findings requiring corrective action by the
Department and Homes. We reviewed the disposition of all the prior
findings during our current review and determined that 87 were outside
the scope of our review, 103 were resolved (60 percent) and 70, or

40 percent, require further attention from Department and Home
management. See Appendix A for a spreadsheet detailing the prior audit
findings and the current disposition.

The Financial Integrity and State Manager's Accountability Act (FISMA)
of 1983 (Government Code Section 13400 et seq.) places responsibitity
for establishing and maintaining an agency’'s system of internal
accounting and administrative control with the agency head.

State Administrative Manual (SAM) Section 20050 states that a symptom
of control deficiencies is identified when detected internal control
weaknesses are not acted upon in a timely fashion.

Develop and implement an action plan to promptly resolve the control
weaknesses identified in this report, and any unresolved control
weaknesses identified in Appendix A. The action plan should be specific
as to responsibilities and time frames.

Insufficient Documentation of Policies and Procedures

During our review, we observed instances where the Department’s
policies and procedures were either undocumented or incomplete.
Failure to adequately document and maintain current practices, policies,
and procedures increases the risk of inconsistencies and errors within
operational processes as well as diminishes the Department’s training




effectiveness should a turnover in staff occur. We identified the foliowing
instances of undocumented and/or incomplete policies and procedures:

Lack of Documented Meditech Access Procedures at
Headguarters and Homes

We observed that the Department does not currently maintain
written documentation describing the procedures required for
granting user access to the Meditech system, including a review
of Meditech access activity on a regular basis, deactivating
access for users who are suspended or terminated abruptly, and
granting access to member helpers and volunteers. A lack of
written policies and procedures increases the risk of users
having the ability to access information for which they have no
use, and inputting or inappropriately changing information within
the system.

This is a recurring condition from a prior audlit.

Failure to Maintain a Cash Disbursement Procedures
Manual

We observed that the Department does nof maintain written
procedures documenting its cash disbursement policies and
practices. As a resuit, operational efficiency is hindered and the
risk of improper cash disbursements occurring is increased.

Lack of Written Procedures Governing Donated Property
The Department does not maintain written procedures governing
the treatment of property donated to the Homes. Although the
Welfare and Institutions Code specifies that property donated to
the Homes belongs to the Post Fund, the Department has not
established procedures to ensure the consistent accounting of
the assets. As a result, all three Homes account for the assets
differently. Further, as noted in Finding 20, we identified
instances where the Homes were including Post Fund assets in
the general fund subsidiary and general ledgers. Without written
policies and procedures, the Department is unable to effectively
safeguard the state’s, as well as the member residents’, assets.

This is a recurring condition from a prior audit.

Incompliete and Inadequate Collections Procedures

We observed that the Department’s documented receivables
procedures do not include procedures for the collection of salary
advances. We observed $14,254 in salary advances that have
been outstanding over 120 days as of August 31, 2005.

Further, we observed that the Department’s collection
procedures for unpaid Member Fees and Aid and Attendance
were inadequate. Specifically, after the Depariment initiates
collections using the delinguency letters, the Department does




Criteria:

Recommendation:

not have procedures for the treatment of receivables that remain
uncollected. We identified $721,325 in Member Fees and
$127,574 in Aid and Attendance that has been outstanding for
over 150 days as of August 31, 2005.

Failure to maintain policies and procedures governing the
coilection of outstanding salary advances and Member Fees and
Aid and Attendance results in a loss of state assets and a
decrease in the funds available for expenditure by the
Department.

This is a recurring condition from a prior audit.

SAM Section 20050 provides that an appropriate system of internal
controt includes a system of authorization and recordkeeping sufficient to
safeguard an entity’s assets, liabilities, revenues, and expenditures.
Additionally, the section details symptoms of control deficiencies, which
includes policy and procedures or operational manuals either not
currently maintained or nonexistent.

SAM Sections 8776.6 and 8776.7 state that each agency should have
written procedures governing the collection of receivables.

Document all Department policies and procedures in writing and ensure
implementation by Department staff. Further, periodicaily review and
revise all policies and procedures as necessary.

Information Technology

FINDING 3

Condition:

Criteria:

Recommendation:

FINDING 4

Condition:

Inappropriate Security Officer Reporting

The Information Security Officer inappropriately reports to the Director of
Operations. The Information Security Officer should report directly to the
Department Secretary, as required by SAM. By not reporting directly to
the Secretary, important and necessary information regarding information
security issues may not be communicated and thus effective and efficient
actions may not be taken.

SAM Section 4841.1 states that the Information Security Officer should
report directly to the Agency Secretary.

Revise the reporting responsibilities of the Information Security Officer to
report directly to the Department Secretary.

Lack of a Maintenance and Support Services Conftract for the
Meditech System

The Department's maintenance and support services contract for the
Meditech system lapsed as of June 30, 2005. The Meditech system
modules are utilized by Department and Home staff to record and monitor
the Veterans' medical care. By not having a cuirent maintenance and




Criteria:

Recommendation;

FINDING 5

Condition;

Criteria:

Recommendation:

FINDING 6

Condition:

Criteria;

Recommendation:

support service contract, the Department is not equipped to resolve
system issues, and therefore the health and safety of veterans residing in
the homes is at increased risk.

SAM Section 4800 states that all mission-critical software should be
maintained and supported.

Secure a contract with Meditech for maintenance and support services as
soon as possible. Ensure that future contracts are renewed or alternate
services are in place prior to the existing contract expiration.

Inadequate Generator in the Centralized Computer Room

We found that the Department does not maintain a generator in the
centralized computer room that is equipped to handle power loss in
excess of 15 minutes. As a result, the Department is at increased risk of
loss of service and/or data should a power outage in excess of

15 minutes occur.

This is a recurring condition from a prior audit.

SAM Section 4843 requires that information technology services have a
back-up generator to continue services in the case of a power outage.

Ensure the back-up generator maintained in the centralized computer
room is equipped to handle power outages in excess of 15 minutes.

inadequate Fire Suppression System for Meditech System Back-Up
Server at the Yountville Home

We observed that the back-up site for the Meditech computer server at
the Yountville Home has an inadequate fire suppression system.
Specifically, we observed that the computer room located in Room 1
North of the Yountville Hospital is equipped with a sprinkler system for fire
suppression. Should a fire occur, the Meditech back-up server and
related electronic hardware, including data, would be destroyed by the
water.

This is a recurring condition form a prior audit.

SAM Section 4842.1 requires that adequate measures be taken to reduce
the risk of loss of data and information system infrastructure.

Replace the sprinkler system with a Halon fire suppression system or
similar variety at the Yountville Home back-up site.




Cash Receipls
FINDING 7

Condition:

Criteria:

Racommendaticon:

FINDING 8

Conditiomn;

Criteria:

Recommendation:

Inadequate Processing of Cash Receipts

We observed inadequate processing of cash receipts in the Department’s
Veterans Home Accounting Unit. We observed that checks received are
not recorded in the Coilection Report uniil the deposit is prepared, which
could be a couple of days. Thus, the Department is unable to ensure that
all checks received are captured and deposited intact. Additionally, the
Collection Report prepared at the time of deposit does not include the
date the check was received. Further, we aiso observed that the
Department’s policy is to date stamp the envelope of mail received;
however, the envelopes are not retained with the vouchers as support for
the deposits, nor are the checks or vouchers date stamped. As a result,
we were unable to determine the timeliness of the Department’s deposits.
Moreover, the Department is at increased risk of loss or theft of checks
received and is prevented from appropriately monitoring its cash receipt
and deposit practices.

This is a recurring condition from a prior audit.

SAM Section 8092 requires the date of collection be included in a report
of collections.

Develop procedures to ensure all cash receipts are date stamped and
recorded in the Collection Report timely. Ensure that the date of
collection is included in the Report.

Failure to Prepare Prelistings or Transfer Receipts

We observed that the Department’'s Veterans Home Accounting Unit does
not prepare a prelisting for checks received that are not made payable to
the Department. Additionally, transfer receipts are not utilized when the
checks are transferred between employees. As a result, the Department
is at increased risk of loss or theft of checks received.

This is a recurring condition from a prior audit.

SAM Section 8020.1 states that all incoming mail receipts consisting of
cash or negotiable instruments not made payable to the state agency wili
be prelisied by the person opening the mail to localize accountability of
these asseis.

SAM Section 8021 states that a separate series of transfer receipts will
be used to localize accountability for cash or negotiable instruments to a
specific employee from the time of its receipt to its deposit.

Ensure prelistings are prepared and transfer receipts utilized when cash
or negotiable instruments not made payable to the state agency are
received by the Depariment.




FINDING 8

Condition;

Criteria:

Recommendation:

Purchasing
FINDING 10

Condition:

Criteria:

Recommendation:

FINDING 11

Condition:

Criteria:

Inappropriate Use of the Uncleared Collections Account

We found that the Department is incorrectly using the Uncleared
Collections Account to account for the Department’s recycle program at
the Yountville and Barstow Homes. As a result, the account is oversiated
and results in increased staff time to reconcile the account.

SAM Section 10452 states that the purpose of the uncleared collections
account is to account for cash not readily identifiable or whose accounting
treatment is not determinable at the time of receipt.

Record recycle program receipts in the Other Abatement account as
recommended by the Department of Finance’s Financial Reporting and
Consulting Unit.

Inadequate Review of Open Purchase Orders

We observed that the Business Services Department does not
periodically review (i.e., more than once per year) and research open
purchase orders. Inadequate review and research of long outstanding
purchase orders prohibits the Depariment from effectively monitoring
whether goods or services ordered were received or if partial deliveries
are completed. Additionally, the Department is also at risk of improperly
encumbering funds.

SAM 8422.2 states that to determine whether all goods and services
ordered are actually received, the agency shall develop procedures {0
follow up on open purchase documents/contracts.

Periodically review and research long outstanding purchase orders for
validity.

Untimely Purchase Order Processing

We observed the untimely processing of purchases at the Department.
Specifically, it took an average of 23 days from the completion of the Inter
Office Request (Form 5) to the subsequent preparation and delivery of
the purchase order to the Accounting Department for 16 purchase orders
tested. Additionally, 2 of the 16 purchase orders, or 13 percent, were not
received by the Accounting Department until the day of, or days after, the
goods were received/the services were rendered. Untimely processing of
purchase orders inhibits the Department’s ability to effectively monitor
expenditures by timely encumbering funds, analyzing the budget for
availability of funds, and paying vendor invoices timely.

SAM 20050 states that an effective system of internal control shall
include, but not be limited to, a system of authorization and record
keeping procedures adequate to provide effective accounting control over
assets, liabilities, revenues, and expendifures.




Recommendation;

FINDING 12

Condition:

Criteria:

Recommendation:

Review the procedures over the processing of purchase orders to
determine that the processes in place are efficient and effective. Revise
and/or develop procedures to ensure that purchase orders are processed
timely.

Failure to Compute and Pay Late Payment Penalties

We observed instances where the Department failed o appropriately
calculate and pay late payment penalties to vendors. Specifically, we
found that 6 of 20 invoices tested, or 30 percent, were not processed
within 30 days of receipt of the vendor invoice and did not include a
computation to determine if late penalty payments were required.
Although only 2 of these late paid invoices required the payment of
penalties, the failure of the Department to identify, calculate, and pay late
payment penalties violates the state’s Prompt Payment Act.

This is a recurring condition from a prior audit.

SAM 8474 states that the Prompt Payment Act, Government Code
Section 927 et seq., requires state agencies to automatically calculate
and pay the appropriate late payment penalties if they fail to pay properly
submitted, undisputed invoices on the date required by the
contract/invoice.

Pay all vendor invoices within the times specified by the invoice/contract.
For those that are paid untimely, ensure penalty payments are
appropriately calculated and paid to the vendor.

Cash Disbursements

FINDING 13

Condition:

Criteria:

Unsupported Cost Allocation Methodology

We observed a lack of documentation to support the administration and
overhead costs allocated by the Department. Specifically, in the fiscal
year 2005-06 budget, each Home possesses a detailed portion of the
budgeted distributed general administration costs. However, the
allocation to the Homes and the detail supporting the costs could not be
supported. Further, each of the Homes was assessed $36,000 each for
reimbursement of Department Headquarter costs; however, the
Department could not itemize these costs or determine whether Homes
are being properly charged for their share of the Department overhead.
Without supporting documentation detailing the methodologies of the cost
allocation, the Homes and the Department cannot be ensured that costs
are being appropriately distributed.

This is a recurring condition from a prior audit.

SAM Section 9201 describes the appropriate procedures for cost
allocation, including sufficient supporting documentation.




Recommendations:

Revolving Fund

FINDING 14

Condition:

Criteria:

Recommendation:

FINDING 15

Condition:

Criteria:

Recommendation:

1. Examine the current program detail comprising the total distributed
general administration costs and determine if the allocation is
appropriate; revise if necessary.

2. Maintain documentation supporting the methodologies used and
ensure the methodologies are equitable.

Inadequate Salary Advance Support

We identified that 4 of 26 (15 percent) salary advances tested were not
supported with adequate documentation. Specifically, 3 of the advances
did not have the required salary advance request form (Form 91) and

1 advance had the required form, but the form was incomplete. Failure io
maintain sufficient salary advance documentation decreases the
Department’s ability to efficiently monitor salary advances and
successfully seek restitution.

SAM 20050 states that an effective system of internal control shall
include, but not be limited to, a system of authorization and record
keeping procedures adequate to provide effective accounting control over
assets, liabilities, revenues, and expenditures.

Ensure salary advances are sufficiently supported with the required
documentation and that all forms are completed entirely.

Improper Use of the Revolving Fund

We observed instances where the Department used the revolving fund to
issue vendor payments that could have otherwise been processed
through the State Controllers Office (SCO). Specifically, of 24 revolving
fund checks tested, we observed 10 (42 percent) checks issued for
vendor payments that could have been processed through the SCO
claims process. Many of the instances were due o untimely purchase
order processing and untimely submittal of invoices from the Homes. The
fallure of Department Headquarters and the Homes to appropriately
communicate results in inefficient operational practices and increases the
risk of overdrawing the revolving fund.

SAM Section 8110 requires that revolving funds be used only where
immediate payment is otherwise necessary. In determining whether
immediate payment is otherwise necessary, the determining factor is
whether payment could be made through the normal claim processing
procedure and a State Controller's warrant issued.

Do not use the revolving fund for payments that can be processed
through the SCO claims process. Research reasons for the untimely
receipt of purchase orders and/or invoices and implement corrective
actions.
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Personnel and Payroll

FINDING 16

Condition:

Criteria:

Recommendation:

FINDING 17

Condition:

Criteria:

Inconsistent Authorization of Time and Attendance Reports
{(STD Form 672)

We observed that the Department inconsistently authorized the

STD Form 672, which is the formal document used {o report the
employees' monthly attendance to the State Controller's Office.
Specifically, we observed that a portion of the March 2005 and alf of the
June 2005 forms did not include authorizing signatures. Inconsistent
review and authorization increases the risk of reporting inaccurate
information to the State Controller's Office and employees receiving

incorrect pay and/or incorrect leave balances.

SAM Section 8539 requires signatures to be on each pari of the
STD Form 672.

SAM Section 8539 states that the original copy of the completed

STD Form 672, required by the State Controller's Office and maintained
at the Department, will be signed only by those authorized per the
signature on file at the State Controller's Office.

Ensure all STD Form 672’s include the appropriate authorizing signature.

incomplete Processing of Employee Appointment and Separation
Forms at the Yountville, Barstow and Chula Vista Homes

We observed incomplete processing of employee appointment and
separation forms at all three Homes. Specifically, three of four
appointments tested (75 percent) at the Yountville Home did not have the
classification form completed and signed. All four of the separations
tested did not have the transfer/separation forms completed with respect
to employee information and type of separation, and all clearances were
not obtained. At the Barstow Home, all three of the employee separation
forms tested (100 percent) did not include the required signatures.
Further, at the Chula Vista Home, three of five employees tested

(60 percent) did not include the required signatures on the separation
form. Incomplete processing of employee appointment and separation
forms increases the risk of new employees not understanding what their
job classification entails and separating employees leaving with state
property or owing funds to the state.

California Department of Veterans Affairs Administrative Manual, Human
Resources section, Chapter 20, states that appointment and separation
forms shall be completed for new and departing employees.

SAM Section 8580.4 states that Departments are responsible for ensuring
that salary warrants are not distributed to separating employees until the
Department has verified that all fravel and salary advances have been
paid (cieared).

11



Recommendation:

FINDING 18

Condition:

Criteria:

Recommendation:

Coniracts
FINDING 19

Condition:

Criteria:

Recommendation:

Complete all employee appointment and separation forms in their
entirety. Additionally, the Homes' Human Resources office should ensure
that all forms are properly processed and completed upon receipt.

Lack of Current Employee Performance Evaluations at the Chula
Vista Home

We observed instances where employees did not have a current
performance evaiuation in the personnel file. Specifically, we reviewed
nine employee personnel files and found that five (56 percent) did not
include a current performance evaiuation. Failure to complete employee
performance evaluations prohibits the Home from effectively monitoring
employee performance and providing timely feedback.

California Department of Veterans Affairs Administrative Manual, Human
Resources section, Chapter 20, Section 2002.2 states that “each
supervisor is responsible to...prepare and review performance and
individual development pians with each employee. Complete timely
probation reports...”

Complete all employee performance evaluations properly and timely and
maintain the original in the employee’s personnel file.

Untimely Processing of Contracts

We observed that the Department consistently processes coniracts
untimely. Specifically, we identified 19 of 22 contacts tested (86 percent)
that were approved by the Department of General Services after the start
date of the contract. Although the State Contracting Manual recognizes
that there are times when contract work may be necessary to begin prior
to the proper authorizations, this should not be a consistent practice. By
not processing the contracts timely, the Department is at increased risk of
receiving unwanted services, misunderstandings of contract
requirements, or potential rejection of the contract terms by General
Services.

This is a recurring condition from a prior audi.

State Contracting Manual, Section 4.09 Section A, B, and C states that as
a basic policy, no contractor should begin work prior to receiving a copy
of the formally approved contract. The policy recognizes that, on
occasion, services may be necessary before the contract is formaily
approved. However, the number of instances should be minimized.

Review and revise contracting procedures to ensure conitracts are
processed and approved by the Department of General Services timely,
and to minimize the number of instances that the commencement of
work/services begins before the final approval.

12



Fixed Assets

FINDING 20 inadeguate Controls Over Fixed Assets

Condition: We observed inadequate controls over the Department’s and Homes’
fixed assets. Specifically,

-

The Department does not perform the monthiy reconciliation of
equipment transactions with the change in the total of the general
ledger equipment account or the subsidiary property ledger. We
found an unexplained variance of $18,059 between the subsidiary
property ledger ($64,212) and the generai ledger ($82,271).

The Department’s subsidiary property ledger totaling $64,212
could not be substantiated. Specifically, the Department’s ledger
did not include detail as fo items comprising the amounts. Upon
inquiry, the Department was only able to provide information
substantiating $43,074 of the balance.

The Department does not maintain a subsidiary property ledger for
minor (non-capitalized) equipment as required by SAM.

The subsidiary property ledger maintained by the Depariment for
major/capital equipment did not include the date acquired or
acquisition cost fields as required by SAM.

The Yountville Home only performed physical inventory counts for
its major/capital equipment. Physical inventory was not conducted
for its minor {non-capitalized) equipment as required by SAM.

The Barstow Home improperly included Post Fund fixed assets in
its general fund subsidiary property ledger. Further, this property
was also incorrectly reported in the general ledger and Statement
of General Fixed Assets. Specifically, we identified three vehicles
totaling approximately $206,671 that were donated to the Home
and therefore, should be accounted as Post Fund assets.

The Barstow Home did not properly complete the property survey
reports. Specifically, four of five (80 percent) did not include the
final disposition of the property.

The Chula Vista Home improperly included Post Fund fixed assets
in its general fund subsidiary property ledger. Further, this
property was also incorrectly reported in the general ledger and
Statement of General Fixed Assets. Specifically, we identified
three items totaling approximately $85,604 that were purchased
with Post Funds and therefore, should be accounted as Post Fund
assels.

The Chula Vista Home’s subsidiary property ledger does not
reconcile with the general ledger fixed assets account. We found
an unexplained variance of $318,590 between the subsidiary
property ledger ($589,480) and the general ledger ($908,070).
The Chula Vista Home has not performed a physical inventory
within the last three years as required by SAM.

These are recurring conditions from a prior audit.

13



Criteria:

Recommendations:

Financial Reporting
FINDING 21

Condition;

SAM 20050 states that an effective system of internal control shall
include, but not be limited to, a system of authorization and record
keeping procedures adequate to provide effective accounting control over
assets, liabilities, revenues, and expenditures.

SAM Sections 7800 and 7821 requires the monthiy reconcitiation of
equipment account; and the subsidiary records to the general ledger
equipment account.

SAM Section 8650 requires that Departments record the following
information when property is acquired: date acquired, property
description, property identification number, cost or other basis of
valuation, owner fund, and rate of depreciation, if applicable. Further, the
section requires Departments to keep track of state property, whether
capitalized or not, in an automated property accounting system
(subsidiary property ledger).

SAM Section 8640 requires Departments to prepare property survey
reports, Std. 152, when disposal of property occurs.

SAM Section 8652 requires Departments to conduct a physical count of
all property and reconcile the count with the accounting records at least
once every three years.

1. Perform reconciliations between the general ledger and subsidiary
ledgers monthly. Any variances should be researched and resolved.

2. Ensure subsidiary property ledgers include the date acquired,
description, property identification number, cost or other valuation
basis, owner fund, and rate of depreciation, if necessary. Additionally,
ensure the subsidiary ledger includes both capitalized and non-
capitalized property.

3. Account and report general fund and post fund assets separately.
4. Complete property survey reports properly.

5. Conduct a physical inventory for both capitalized and non-capitalized
property at least once every three years.

Inadequate Review of Unliquidated Encumbrances

The Barstow and Chula Vista Homes did not review their unliquidated
encumbrances at June 30 to determine if they are valid obligations of the
year just ended (accounts payable) or if the amounts encumbered are
accurate. The lack of defining the valid obligations from encumbrances
outstanding precludes the determination of the true general fund balance
at year end.

14



Criteria;

Rescommendation:

FINDING 22

Condition:

Criteria:

Recommendation:

SAM Section 10608 requires that all encumbrances unliquidated as of
June 30 will be reviewed to determine whether they are valid obligations
of the current year just ended, as defined by Board of Control Rule 610,
and whether the amounts encumbered are the most accurate that can be
determined.

Review all unliquidated encumbrances as of June 30 to determine
whether they are valid obligations of the year just ended, and whether the
amounts encumbered are the most accurate.

Improper Certification on the Statement of General Fixed Assets

The Department improperly certified on its Statement of General Fixed
Assets submitted fo the State Controller's Office that the Department’s
subsidiary records were in agreement with the control records and
physical inventory counts were performed at least once every three years.
As described in Finding 20 above, the Department’s subsidiary property
ledgers did not reconcile with the general ledger or the amounts reported
in the Statement of General Fixed Assets and a physical inventory count
has not been performed at the Chula Vista Home in the past three years.

SAM 20050 states that an effective system of internal control shall
include, but not be limited to, a system of authorization and record
keeping procedures adequate to provide effective accounting control over
assets, liabilities, revenues, and expenditures.

The Financial Statements issued by the Depariment represent
management’s assertions as to the exisience and ownership of assets
and that the accounting records purporting to support such assertions are
accurate and compiete.

Ensure that all subsidiary records support the amounts as reported in the
general ledger and Statement of General Fixed Assets prior to certifying
this assertion on the Statement.
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We investigated the 2004-05 budget deficiencies reported by the Barstow and Chula Visia
Homes to determine or attempt to determine the causes of the deficiencies.

We found at the Barstow Home, the reported deficiencies were due primarily to decreased
census levels, high workers compensation costs, and the unexpected settlement of a lawsuit.

At the Chula Vista Home, we found that the reported deficiencies were due primarily to
unanticipated expenses for an unusually high number of retirees with large leave balances,
overtime exceeding budgeted amounts for nursing staff, increases in pharmaceutical expenses,
and increases in personal service contract expenses not budgeted. However, we observed that
the Home did not have an effective budget allocation and monitoring process in place during
fiscal year 2004-05. As a result, some of the increases in personal service coniract expenses
could have been estimated and planned for accordingly. Further, several budget allocations
were not made although expenses were inevitable; warehouse inveniory and data processing
for example.

We also identified in Finding 21 of the Findings and Recommendations section, that neither the
Barstow or Chula Vista MHomes reviewed their unliquidated encumbrances at June 30 to
determine if they were valid obligations of the year just ended (accounts payable) or if the
amounts encumbered were accurate. By reviewing and establishing the validity of accounts
payable and encumbrances, the Department would be better able to determine amounts owed
and/or encumbrances that may be cancelled to accurately depict and/or decrease the amount of
the anticipated deficiencies.
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We performed a comparison of services/benefits offered at the Yountville, Barstow, and Chula

Vista Homes. Our comparison included both general funded services/benefits and those funded
through other sources such as the Post Fund. Following is a table depicting the
sarvices/benefits offered at each Home.

Service/Benefit Comparison

Funding Funding | Chula | Funding

Activities/Services Comments Yountville | Source | Barstow | Source Vista Source
Acute Levet of Care X 1
Alcohol and Drug X 2 X 4
Abuse Program
Allied Council X 2 X 2 X 2
Alzheimer's/Dementia X 1
Program
Ambulatory Care X q X 1 X 1
Clinic
Animals (Pets) Personal pets - allowed

inside resident living

quarters

ATM On-site X 4
Audiology On-site X t X 1
Auto Hobby Shop X 2
Ball Park X 2
Concessions
Band X 2 X 2
Barber & Beauty DOM level of care is at X 1,2,3 X 1,2, 3 X 1,2,3
Services expense of veteran; SNF

level of care service is

provided by State.
Base Exchange Yountville is only home X 4 X 2 X 2
Store/Canteen with a base exchange
store
Boating Pontoon boat X 1,2
Bowling Lanes X 2
Cable TV Service Chula Vista cable service X 2 X 1 X 1,3
is included with SNF level
of care; DOM level of
care is at expense of
veteran
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Funding Funding | Chula | Funding
Activities/Services Commenis Yountvifle | Source | Barstow | Source Vista Source
Ceremoniai Drill X ]
Team
Chapal Catholic, Jewish, X 1,2.4 X 1,24 X 1,2
Pratogtant on-gite at
Yountville; Catholic and
Protestant on-site at
Barstow; Cathaolic,
Protestant and Jewish
on-site at Chula Vista
Clothing Store On-gite X 2 X 2
Coffee Shop X 2
Computer Compuiers, education X 2,3 X 2 X 2
classes
Creative Arts Center X 2
Day Trips/Excursions | State funds used for gas X 1,2 X 1,2 X 1,2
and maintenance costs
and Post fund for use of
vehicles
Dental Clinic On-site X 1 X 1 X 1
Dietary Services On-site X 1 X 1 X 1
Domiciliary Level of X 1 X 1 X 1
Carg
Drug/Alcohol and X 1
Post-Traumatic
Stress Disorder
Program
DVD/VCR Player Expense of veteran or X 2,3 X 2,3 X 2
donation
Escort Service X 1,4 X 1
Eye, Ear, Nose, and On-site X
Throat Clinic
Financial Trust fund services; X 1 X 1 X 1
Management limited services such as
how to pay fees etc. No
investing services
provided.
Fitness Center X 2 X 2
Game Rooms Pool tables, shuffle X 2 X 2 X 2
boards, ping pong, video
games, board games
Gardening X 2.3.4 X 2,3,4 X 2.4
Golf Course Golf course at Yountville, X 2 X 2
putting green at Chula
Vista
Hospital Services Holderman Hospital - X 1
surgical services
Hostess House X 2 X 2
iCF Levet of Care X X
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Funding Funding | Chula | Funding
Activities/Services Comments Yountville | Source | Barstow | Source Vista Sourece
Internet Services X 3 X 2 X 2
K Vet Television tocal TV channel for the X 2
veteran's home
Kitcheneties Stove, refrigerator - some X 1.2 X 1,2 b4 1
general funded and some
donated
Laundry Services Washers, dryers - some X 1.2 X 1 X 1,2
general funded and some
donated
Library General library for X 2 X 2 X 2,4
resident use
Library Services Medical library X 1
Lotto/Lottery Gaming X 2
Sales
MS Support Group X 4
Museums On-gite X 2,4 X 4
Music and Dance X 2 X 2 X 1,2
Optometrist/Vision On-site X 1 X 1
Care
Orat History Program X 2,4 X 2,4 X 2,4
Over the Counter Expense of veterans X 3 X 3 X 3
Medications unless prescribed
Parkinson's Group X 4
Pathology Service On-site X 1
Pharmacy On-site X 1 X 1
Pienic Grounds X 2 X 2,4 X 1
Post Office On-site at Yountville, X 1,4 X 1,3 X 1,3
postal services
coordination offered at
Barstow at expense of
resident. Postage sold
on-site at Yountville and
Barstow at expense of
resident. Postage
provided to residents at
Chula Vista - package
mailing is at expense of
veteran. Mail receipt and
detivery is general funded
Radiclogy X 1
RCFE Level of Care X 1 X 1
Rehabilitation Occupational, physical, X 1 X 1 X 1
Services and speech therapy on- speech
site only
RV Park X 2
Script Books X 2 X 2
Sewing Room Sewing room and/or X 2 X 2 X 2
machines
SNF Level of Care X 1 X 1
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Funding Funding | Chula | Funding
Activities/Services Comments Youniville | Scurce | Barstow | Source Vista Source
Stroke Support Group X 4
Swimming Pool X 1
Tavern X 2
Tetephone Yountville, Barstow, and X 1,3 X 1,3 X 1,3
Chula Vista: Central
phone in DOM's available
for local calls - General
funded; private phone in
room is expense of
member; SNF phone in
room provided for locat
cails; long distance is
expense of veteran.
Televisions Chula Vista - tv's on walis X 2 X 2 X 1
in rooms were provided
through general funds;
large screen tv's in DOM
general areas were
donations. All tv's at
Barstow and Yountville
were donated.
Theatre X 2,4
Therapeutic Drivers X 4 X 1
Therapeutic X 1,2 X 1,2 X 1
Equipment
Therapy Pool X 1
Transition Group Help veteran adjust to X 1
home living
Transportation/Shutfle | General and grant funded X 1,2, 4 X 1,2, 4 X 1,24
Service vehicles used are both
donated and general
funded maintenance/gas
at Yountville; donations
and general funded
maintenance/gas at
Barstow and Chula Vista.
Vending Machines Various X 3,4 X 3,4
Vietnam Veterans X 4
Support Group
Visually Impaired X 4
Support Group
Volunteer Program X 4 X 4 X 4
Wellness Program Awaiting approvai of BCP X 1 X 1 X 1
for a program for ait 3
homes
Wheelchair Repair X 1 X 1,3 X 1,2
Wheelchairs X 1,2,3 X 1,2,3 X 1,2
Women Veteran
Activities X 4
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Funding Funding | Chula | Funding
Activities/Services Comments Yountville | Source | Barstow | Source Vista Source
Women's Trust Fund X 4

Funding Source Legend

1 - State (General) Fund

2 - Post Fund, Federal VA, or Donations

3 - Expenise of the Veteran

4 - Other Expense, Volunteer Service, or No Associated Expenses
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APPENDIX A

STATUS OF PR!OR FENDINGS

We performed a review of prior audit findings at Headquarters and the Homes. We identified
280 outstanding prior audit findings from various audit reports. Of those findings, we found that
103 were resolved, 70 were unresolved, and 87 were outside the scope of our review, and
therefore, we did not perform procedures to determine the status. See the schedule of prior
audit findings on the following pages for detail of those findings that were resolved, unresolved,
and outside of our scope. For additional detail on specific prior findings, please refer to the
referenced audit report.

AR 13 10 12 4 39
Budgets 5 4 3 3 15
Cash Disbursements 3 4 0 0 7
Cash Receipts 2 0 0 0 2
Coniracts 4 3 5 0 12
Financiai Reporting 1 0 0 0 1
Fixed Assels 0] 0 i 1 2z
T 10 9 1 5 25
Personnel/Payroll 8 8 2 3 21
Purchasing 1 12 8 7 Z8
Revolving Fund 3 1 0 0 4
Administrative

Controls 5 <] 8 5 24
Total to be reviewed 55 57 40 28 180
Less duplicate

findings (i.e. findings

pertaining to fwo

finding sections

above) 3 1 3 0 7
Total Findings

Reviewed 52 56 37 28 173
Outside Scope 45 19 10 13 87
Total prior findings a7 75 47 41 260
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i

Headguarters

45

97

19
Yountville 32 24 19 75
Rarstow 22 15 10 47
Chula Vista 16 12 13 41
Total 103 70 87 260
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STATE OF CALIFORNIA ARNOLD SCHWARZENEGGER, Governor

DEPARTMENT OF VETERANS AFFAIRS
OFFICE OF THE SECRETARY

POST GEFICE BOX 942805

SACRAMENTO, CALIFORNIA 94295-0001

Telephone: (9163 653-2138

Fax: (916) 633-243¢6

December 27, 2005

Piana L. Ducay, Chief

Office of State Audits and Evaluations
Department of Finance

15 L Sueet

Sacramento, California 95814-3706

Dear Ms. Ducay:

We have carefully reviewed your internal control draft audit as of November 7, 2005. We
appreciate the work of the audit team who maintained a consistently collaborative and
professional demeanor during the term of the audit.

Generally, we concur with the findings of the audit and will address each item through
corrective action. Only one item of the audit was found to be factually incorrect. Within
Finding 2, the audit team found that there is a tack of documented MEDITECH Access
Procedures at headquarters and at the Veterans Homes. The Information Services Division
has advised me that the policy and procedures exist and were available at the time of the
audit. We will provide a copy to the andit team,

It was gratifying to see that in all areas of review except one our internal controls appeared
adequate. However, the number of unresolved audit findings, even if deemed insignificant,
are of concern and will be a high priority for us.

We will require some further clarification from your staff as we prepare action plans next
month to ensure that we are targeting corrective action to appropriate organizational entities.
Cur geographic diversity adds an extra layer to the analysis.

Sincerely,

Original signed by Tom Johnson

Tom Johnson, FACHE
Secretary
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EVALUATION OF DEPARTMENT RESPONSE

We are in receipt of the Department’s response dated December 27, 2005, to our draft audit
report on the Department’s internal conirol. We have incorporated the response inio our finai
report. We acknowledge the Department’s willingness to implement corrective actions for the
findings identified in our report. We believe the implementation of the corrective actions
identified will strengthen the Department’s internal control and reduce the risk that errors or
irregularities affecting the financial statements could occur and remain undetected.

The Department disagreed with Finding 2, bullet one, entitled “Lack of Documented Meditech
Access Procedures at Headquarters and Homes.” Upon further discussion with the
Department’s Information Services Division, this finding was determined fo be factually correct,
and therefore, the finding will remain as stated.
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